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MOVEit User Guide
This document is a “MOVEit User quick guide” which you can use as a resource tool to guide you
through the MOVEit transition. This guide provides instruction on account set up, uploading and
downloading files and password management.
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LOGIN INSTRUCTIONS

STEP 1 : Go to https://msde.sftp.md.gov you will see the following screen. Enter credentials provided

and click Sign On.

3 Progress
MOVEit" Transfer

Enterprise Managed File Transfer
Made Easy

Username

I Username

Password

Password

Forgot Password?
Security Notice
You are about to access a secured resource,

Maryland State Department of Education reserves
the right to monitor and/or limit access to this |

o/ Signed off successfully.




STEP 2 - Skip to step 6 if this is not your first time logging in. Click Continue to be prompted to enter
your security questions for first time login.

&

Sign on successful

Security Requirement

Anew password reset method has been added to
your account. You will need to select and answer a
set of security questions now to enable this
feature.

Learn more

Continue

Sign Out

STEP 3 - You must select 3 security questions from the ones listed and enter answers. Your responses
are case sensitive. Click Continue.

Security questions

Question 1:

What was the first name of your favorite childh ~
Answer:

Bill

Question 2:

What was the make and model of vour first car »

Answer:

Ford Mustang

Question 3:

To what ity did vou go the first time you flew o

ANSwWer:

lOrIando| l

Continue

Sign Cut




STEP 4 - The following is displayed and click Continue.

Security questions set up successfully

You can change the security questions and answers
in the application under My Account.

Sign Out

STEP 5 - Once you are successfully logged in you will see the following screen. You are now able to select
files to upload or download.

T aw
EDUCATION
iUy e |

Signed onto Maryland State Department of Ed

% HoMmE
Welcome to Maryland State Department of Education! Please watch this area for important messages.

[ FOLDERS

£ Loes

D Home Folder | * Recent Downloads

Q  search \ |
4

Go To Folder... v

w New Files (0)
Powered by

) Progress MOVEit




UPLOAD INSTRUCTIONS

STEP 1 — After a successful login, your home screen will be displayed. If your account only has one
folder, you can access that folder by clicking on “Home Folder” (highlighted below). If you have multiple
folders, click on “Folders” on the left (highlighted below) to display all folders you have access to.

MARYLAND STATE

Department of Education

Signed onto Maryland State Department of Education as Test User (user.test], MY ACCOUNT SIGN QUT HELP

£ HoME

[ FOLDERS
B= [ Home Folder 4 Recent Downloads

£ woes —
Q search

 New Files (0)

GoToFolder.. v

3 Progress MOVER

Step 2 - It will first display the root folder which is Distribution, click on it and it will display the sub-
folders you have access to.

=t HOME
Folders
[ FOLDERS N
£ Loes
Go To Folder... ~
Q. search .
v  Name £ Size/Contents
Q £ Distribution 2B 0D
Go To Folder... v
Powered by
31 Progress' MOVEit




STEP 3 — Select the folder you would like to upload to by clicking on it.

Folders
{7 » B Distribution

Go To Folder... v
v Name ¢ Size/Contents Creator Created
T parent Folder
D Judy-Centers-Lss01 127172020 3:56:48 PM

[ krA-LSS01 1Bo 12/1/2020 3:49:12 PM

STEP 4, OPTION 1 - There are two options to upload. First option is to drag and drop the file into the
area that says Drop files to upload. You will then see a popup with the upload progress. Once
completed, the file will appear in the folder.

Folders

[0 » O Distribution » O Judy-Centers-Lss01

GoTo Folder.. v @ 25 Add Folder
% parent Folder

There ane no files or folders in this folder,

STEP 4, OPTION 2 - The second option is to Click on the green Upload button to the right. You will then
have a dialog box in order to select a file from your local computer. You can then drag and drop the file
into the window or select Browse.

Upload Files X

Upload To

/Distribution/judy-Centers-Lss501

Notes

MNotes

ﬂ‘s Drop files to add or Browse...




When you click on browse this is the dialog you will see and can navigate through your local machine to
find the file to upload. Select file and right click Open.

€ Open B
“ v 4 Ea » ThisPC » Windows7 05 (C) v O O Search Windows7_05 ()
Organize » Mew folder

Hame Date modified Type Size
> 7 Quick access
Intel 612/2020 621 AM  File folder

v [ This PC office 20219:42AM  File folder
> 2} 3D Objects PICS 208:39AM  File folder
> I Desktop Program Files 021 12:15PM  File folder
> B Documents Program Files (x26) File folder

h, File fold
> b Downloads hare e teder
- SWTDOLS File folder
> &b Musc SWWORK File folder
» el Pictures test 211154 AM  File folder
> [ Videos Users 203:23AM  File folder
> i WindowsT 05 (C) Windows. File folder
> B3 Lenovo_Recovery (I 1) mvscanner AM  Configuration sett... 1K8
[F] IFRTolLog Text Document 168
> e Netwark [4] securityScanner.dil Application exten... 4T3 KB
File name: | v [AiFites v




Another dialog box will be displayed which will show the file to be uploaded. Click Upload in the lower
left corner. File will upload and a progress bar is displayed. Click Close in the dialog and the file is now

uploaded.

:
| Upload Files X

Upload To

/Distribution/Judy-Centers-Lss01

Notes

MNotes

«’) Drop files to add or Browse...

@ IFRToolLog.txt 374B X

Upload Cancel




DOWNLOAD INSTRUCTIONS

STEP 1 — After a successful login, your home screen will be displayed. If your account only has one
folder, you can access that folder by clicking on “Home Folder” (highlighted below). If you have multiple
folders, click on “Folders” on the left (highlighted below) to display all folders you have access to.

AL

MARYLAND STATE

EDUCATION Department of Education

DT o ERELANCE

Signed onto Maryland State Department of Education as Test User [user.test). MY ACCOUNT SIGN ouT HELP.

) HoME

[ FoLDERs
%‘ [ Home Folder 4 Fecent Dawrioads

£ 1068 —{
Q search

w New Files (0]

GoToFolder... v

flegraﬁ\‘.Um

Step 2 - It will first display the root folder which is Distribution, click on it and it will display the sub
folders you have access to.

£} HomE
Folders
) FOLDERS
£l LoGs
Go To Folder... v
Q, search .
v Name & Size/Contents
Q P T -
[ pistribution 28000
Go To Folder... ~
Powered by
) Progress' MOVEit*

Step 3 — Select folder you would like to download from by clicking on it.

Folders
[0 » [ Distribution

Go To Folder... w

v Name & Size/Contents Creator Created
L pParent Folder

D Judy-Centers-Lss01 12/1/2020 3:56:48 PM

) kra-LS501 Dol 12/1/2020 3:49:12 PM




STEP 4 — Once you are in the folder you would like to download from, there are two options
to download:
OPTION 1 - Select files(s) by checking the box to the left to of each of the file(s) to
be downloaded. Then click the Download button below the file list.
OPTION 2 - Download an individual file. Click the icon that looks like a down arrow with a line on
the bottom located on the right hand side of the file to be downloaded.

Folders
{D » B Distribution » £ Judy-Centers-Lss01

Selected File/Folder Actions:

Delete Download

Select destination folder v Copy Mave Advanced Copy/Move Options

Go Ta Folder.. v [a Drop files  Add Folder

v Name @  Sire/Contents Creator Created £ Actions
t parent Folder

g0 IFRTgolLog. bt [v] 1KB Test User 372021 10:36:31 AM X &

STEP 5 - Once you click the download icon you will see a popup with the option to validate files in the
lower right of your screen.

Validate Files

@ IFRToolLog.txt 3748 Check

STEP 6 - You can click on the X to close or click on Check to validate the file. If you choose to validate the
file a dialog box will appear where the file was downloaded. You can then click on the downloaded file
and click on Open. Another dialog box will pop up with the results of the validation. Click OK to close.

Validate File

o Integrity checking succeeded.

10




FORGOT PASSWORD

STEP 1 — From the login screen click Forgot Password

Username

‘ user.test

Password

Forgot Password?

Security Notice

You are about to access a secured resource.
Maryland State Department of Education

reserves the right to monitor and/or limit access -

g Invalid username/password or not
allowed to sign on from this location.

STEP 2 — You are now prompted to enter your username and click in the” I’'m Not a Robot” to confirm
that you are, in fact, human. Click Continue.

Forgot Your Password?

To reset your password enter your username
below.

Username

user.test

™
7

reCAPTCHA
Privacy - Terms

\/ I'm not a robot

Continue

Cancel

11



STEP 3 — Answer your security questions. (Answers are case sensitive.) Click continue.

Security questions

To continue please answer the following questions.

To what city did you go the firet time you flew
on a plane?

What was the firet name of your favorite
childhood friend?

Zancel

STEP 4 — You will see a message that reads “Change Password Request Successful”. Click Return to sign

on page.

Change Password Request Successful

Your Change Password Request has been
successfully submitted.

Please check your registered email for further
instructions on how to change your password and

access the system.

Return to the sign on page

12



STEP 5 — You must now check your email for a message with a link to reset your password. Once you
have located the email Click on the link. (this link will expire after 30 minutes)

Password Change Request Confirmation = inboxx &
Maryland State Department of Education Notification Service <sftp-no-reply@maryland gov> 6:46 AM (Dminutes age) W €
tome ¥

Password Change Request Confirmation

Arequest has been made to automatically change the password for your "test.user® account. If this is correct, please use the link below within 30 minutes to enter a new password and
then sign on to the system.

( hitps.fmsde sftp md govihuman aspx?orgid=9347&transaction=signonapxc=61118282458098521349543897204924 )
Regards,

Maryland State Department of Education Notification Service

STEP 6 — Enter a new password that meets the requirements listed. Reenter the password to verify.

&

Sign on successful

Password Change Required

¢ Mustbe atleast 12 characters.

e NMust not contain or resemble Username.,

e Nust contain at least one letter and one
number.,

¢ Must not contain dictionary words.

e NMust contain both upper- and lower-case
letters.

¢ NMust contain at least one non-alphanumeric
character.

¢ Must not match any of the previous 6
passwords.

New Password

Re-type Password

Change Password

Sign Out

13



STEP 7 — You should see a message that your password change was successful. Click continue.

&

Password change successful

You can change your password in the application
under My Account.

Sign Out

14



CHANGE PASSWORD

STEP 1 - Select My Account in the upper right corner.

ngzoas;?%ent of Education

‘u(ntinn as Mike.Price (mike.price). MY ACCOUNT SIGN OUT HELP

STEP 2 - You will now be prompted to enter your old password. You then can choose to use the MovelT
suggested password or select “Type Custom Password”. Once complete click on Change Password.
*If selecting a custom password it must meet the requirement displayed on the screen.

ITY AND EXCILLENCE

T HOME
My Account (Mike.Price)
, USERS
L, GROUPS
Change Your Password...
| FOLDERS
) LIVE VIEW Enter Your Old Password: || l
Suggested Password: dm*# HSBGABV
| LOGS =
New Password: © Use Suggested Password
| REPORTS _! Type Custom Password
> SETTINGS
. Search
Q Multi-Factor Authentication...
Q Available Methods
In arder to e multi-factor aurhentication vou must enahle one or more of the methads hel

15



*If selecting a custom password you must enter a password that meets the requirements displayed.

Change Your Password...

Enter Your Old Password:
Suggested Password: K*ha*Dv*;:15v
New Password: ' Use Suggested Password

© Type Custom Password

Requirements:

¢ Must be atleast 12 characters.

¢ Must not contain or resemble Username.

¢ NMust contain at least one letter and one number,

e NMust not contain dictionary words.

¢ Must contain both upper- and lower-case letters.

e NMust contain at least one non-alphanumeric character.
e Must not match any of the previous 6 passwords.

Enter Your New Password:

Enter Your New Password Again:

Change Password
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